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01 CHAPTER ONE
Why on-call does not scale

On-call is the only part of modern engineering where the response to growth is to add more people to a

rota. Every other bottleneck gets automated; this one gets a fairer schedule.

The reason is understandable. Incident response feels irreducibly human — it requires judgement, context, and the
willingness to act under uncertainty. But most of what an on-call engineer does during an incident is not judgement. It is
collection: gathering alerts that belong together, reconstructing what changed recently, checking whether a symptom in

one service originates in another, and assembling enough context to make one decision that usually takes seconds.

The fix takes minutes. Earning the right to make it takes hours. That asymmetry is the entire
problem.

The cost lands outside the SLA

Organisations measure on-call by availability, which is the one number it usually does not damage. The real cost
appears elsewhere: senior engineers who leave and cite the rota, change freezes imposed because correlation is
manual, events over-staffed as insurance against slow diagnosis, and the quiet tax of people spending their best hours

recovering from a night shift.

FOUR SYMPTOMS THAT THE ROTA IS THE CONSTRAINT
® Peak readiness is described in headcount rather than in capability.

® Achange freeze is your primary tool for reducing incident risk.

® The same few engineers are needed for the same recurring failure modes.

@ Exit interviews mention on-call more often than compensation.
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02 CHAPTER TWO
The anatomy of an incident

Before automating anything, it is worth being precise about which part of an incident is expensive. It is
almost never the remediation.

Where the minutes actually go in an incident

Diagnose
Context
Triage
Decide Verif
Fix erity
Detect

alert fires is this real? what changed? where is it? is it safe? apply it did it hold?

The fix is rarely the expensive part. Triage, context and diagnosis are — and they are the steps that scale with alert volume rather than with the difficulty of the problem.

FIGURE 1 — THE SHAPE OF AN INCIDENT

Two properties worth noticing

First, the three tallest bars — triage, context and diagnosis — are collection work. They require reading widely rather
than thinking deeply, and they are exactly the tasks that a system with the whole estate model already loaded performs

faster than a human who must assembile it.

Second, those bars scale with alert volume and estate complexity, not with the difficulty of the underlying problem. A
trivial fault in a large estate produces more triage than a subtle fault in a small one. That is why adding engineers helps

linearly while the problem grows faster than linearly.

WHAT THIS IMPLIES FOR AUTOMATION
® Automate collection first — grouping, context assembly, hypothesis testing — before automating action.
® The value appears even at read-only autonomy, because the expensive steps are read-only.

® Measure success in interruptions avoided and time-to-evidence, not only in MTTR.

LUMIOPS Al - THE INCIDENT AUTOMATION HANDBOOK - © 2026-2027 LUMIOPS.AI 04



LUMIOps Al"

FRAMEWORK 1
SRE ORCHESTRATOR - ORGANIZATIONAL

03 FRAMEWORK ONE
The toil audit

Most reliability business cases fail because they are argued in availability terms to an audience that

already has acceptable availability. Argue it in the units the cost is actually paid in.

MEASURE HOW TO GET IT WHAT IT ARGUES

Pages per engineer per Count pages, divide by rota size The interruption load people actually

week experience

Actionable rate Share of pages that required any How much of the rota is spent confirming
action nothing is wrong

Time to first evidence Page timestamp to first confirmed The collection cost, isolated from the fix
finding

Cross-team incidents Share needing more than one team to Coordination overhead that parallel
diagnose investigation removes

Repeat modes Share of incidents resembling a prior Knowledge that is not being retained between
one incidents

Freeze days per year Days when shipping is blocked for Delivery velocity spent buying incident risk
reliability down

Rota-cited attrition Exit interviews naming on-call The cost nobody books against reliability

Running it

Take one quarter of real data — not a representative month, because incidents cluster. The numbers that tend to land
hardest with an executive audience are the actionable rate and rota-cited attrition: the first because a low figure
means most of the rota is spent confirming nothing is wrong, and the second because it converts reliability from an

infrastructure topic into a hiring one.

If most of your pages required no action, you are not paying for reliability. You are paying for
confirmation.
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04 CHAPTER FOUR
Noise is a structural problem

Alert fatigue is usually treated as a tuning issue — thresholds are too sensitive, someone should clean up
the rules. That framing misdiagnoses it.

The volume is structural. One underlying fault in a distributed system legitimately produces many correct alerts, because
many components genuinely observe something wrong. Tuning the thresholds down makes the estate blind; leaving
them up makes it noisy. The problem is not that the alerts are wrong — it is that nothing between the monitors and the

human is doing the work of recognising that they are one event.

Your alerts are not too noisy. There is simply nothing between them and a person whose job
is to notice they are the same problem.

Grouping before triage, not after

The difference between grouping alerts after a human has looked at them and grouping them before is the entire
interruption. A system that dedupes and correlates related alerts, tickets and out-of-band requests into a single
structured investigation changes what arrives at a person: not forty-seven notifications but one investigation, with the
relationship between them already established.

STAGE TYPICAL VOLUME WHAT HAPPENS HERE

Raw events Very high Everything the estate emits across every connected source
Alerts High Events crossing a monitor's threshold — still per-component
Conditions Low Alerts correlated into distinct underlying conditions
Investigations Very low Conditions worth understanding, opened with context attached
Pages Lowest Only what genuinely needs a human decision

Each step is a reduction, and each reduction that happens before the page is an interruption that never occurs. This is

where the largest and most immediate return sits, and it requires no authority to act — only authority to read.
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05 CHAPTER FIVE
Cause crosses domains; teams do not

The single most expensive category of incident is the one where the symptom and the cause live in

different layers — and it is also the most common.

A latency spike in an API is observed by the application team. Its cause is storage 10 saturation producing replica lag.
The application team cannot see that, the storage team has not been told anything is wrong, and the time between those
two facts is spent on a call establishing which of them owns the problem. Nothing about this is a failure of competence; it

is the predictable result of organising teams by domain and incidents by symptom.

Why parallel beats sequential

A human investigation is necessarily sequential — check the obvious layer, rule it out, escalate to the next. Each hop
costs a handover and a fresh context load. An investigation that runs across network, compute, storage, database and

code simultaneously, testing hypotheses against evidence in each, collapses the escalation chain into a single step.

WHAT A CROSS-DOMAIN INVESTIGATION SHOULD PRODUCE

® Aranked set of hypotheses, not a single assertion.

® Each hypothesis tested against logs, metrics, traces and prior incidents.

® A confidence score, so the reader knows how much weight to place on it.

® An evidence-linked summary — the signals that support the conclusion, not just the conclusion.

® Explicitly ruled-out alternatives, which is what makes the answer trustworthy.

That last point deserves emphasis. An automated system that only reports its winning hypothesis is asking to be trusted.
One that shows what it considered and rejected, with the evidence for each, is offering to be checked — and that is what
an engineer at 3am actually needs.
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06 CHAPTER SIX
From proposing to acting

Every incident automation programme reaches the same threshold: the system knows what to do, and

someone has to decide whether it may do it. That is a governance question wearing technical clothes.

The instinct is to treat it as binary — either the system acts or it does not. In practice the useful model is per-action-class.
Silencing a duplicate alert, routing to a team, or scaling a pool within known bounds are reversible, bounded, and low-
consequence. Rolling back a deploy, reverting a commit, or running a workflow are none of those things. Treating both

as one decision forces an organisation to set its autonomy at the level of its most dangerous action.

Autonomy is not one switch. It is a matrix of action classes, services and environments —
and that is what makes it approvable.

ACTION CLASS REVERSIBLE? BLAST RADIUS TYPICAL SETTING

Silence & route alerts Yes None Automatic

Post to Slack / ticket Yes None Automatic

Scale & rebalance Yes Bounded by limits Automatic within guardrails

Restart service Yes One service Automatic in non-critical; gated in critical
Roll back deploy Partially Whole service Requires approval

Revert commit / flag Partially Potentially estate-wide Requires approval

Open a PR | run workflow Reviewable Depends on workflow Requires approval

Set this matrix once, per service and environment, and the autonomy conversation stops being philosophical. It becomes

a configuration that security, engineering and risk can review together — and widen as evidence accumulates.
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07 FRAMEWORK TWO

The autonomy ladder

Five degrees of incident automation. Each is defined by who does the work, and the step between each

is a governance decision rather than a capability one.

Five degrees of incident automation

Humans do every step; tooling shows data

Assisted Dashboards correlate; humans still decide and act

Recommended The system proposes a cause and a fix; humans execute

Governed autonomy The system acts inside guardrails; humans approve the consequential

Self-improving Each incident updates the model; the next starts further ahead

Most sit at assisted and describe themselves as recommended. The jump that matters is from proposing to acting.

FIGURE 2 — THE AUTOMATION LADDER

Tooling displays data; humans perform every step. Blocked by: nothing technical — this is

Manual
the default state.
Assisted Dashboards correlate signals; humans still decide and act. Blocked by: correlation stopping
ssiste
at the tool boundary.
The system proposes cause and fix; humans execute. Blocked by: trust —
Recommended

recommendations without evidence are not acted on.

The system acts inside guardrails; consequential actions gate on approval. Blocked by: the

Governed autonomy . ) . o
absence of an explicit action matrix and audit trail.

Every incident updates the service map, runbooks and knowledge. Blocked by: nothing

Self-improvin
p 9 structural — the function compounds.

How to use it

Two observations make this practical. First, the value curve is not linear — the jump from two to three captures most of
the collection cost from Chapter 2, and it requires only read authority. Many organisations can take that step without a
governance conversation at all. Second, the jump from three to four is where programmes stall, and the blocker is almost
never the technology. It is that nobody has written down which actions the system may take, on which services, in which

environments — which is a document, not a project.
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08 CHAPTER EIGHT

Guardrails, approvals and blast radius

Guardrails are often described as restrictions on an automated system. They are better understood as the

thing that makes autonomy possible at all.

Without explicit boundaries, every proposed action has to be evaluated on its own merits by whoever is present, which is
slower than doing it manually. With boundaries, the evaluation happens once, at design time, with the right people in the

room and nobody under pressure. The system then executes inside them at incident speed.

Three things a guardrail should specify

What Where How far

The action classes permitted, The services and environments Bounds within the action — scale
from silencing an alert through to each class applies to, so to what ceiling, restart how many
running a workflow — production and staging are not times, within what window — so
enumerated, not implied by a governed identically. a correct decision cannot
credential's permissions. compound.

Approvals that do not become a bottleneck

An approval step is only useful if it is fast and informed. Two design choices decide this. The approval should arrive with
the evidence — the hypotheses, the ruled-out alternatives, the confidence score — so the approver is confirming a
conclusion rather than starting an investigation. And it should be routed to a role rather than a person, so it does not

wait on someone's sleep schedule.

BLAST RADIUS QUESTIONS WORTH ANSWERING PER SERVICE

@ |[f this action is wrong, what is the worst case, and is it reversible?

® How many customers or tenants could be affected before someone notices?
® Does the action touch a data path, or only a control path?

@ Is there a regulatory or contractual constraint on changing this without approval?
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09 CHAPTER NINE
Verification is not optional

The step teams most often omit is the one that determines whether automation is trustworthy: confirming

the fix actually worked, on the signals that triggered the incident.

Manual incident response tends to close on a judgement — the graph looks better, the alert cleared, someone says it
seems fine. That is acceptable when a human is watching and will notice a relapse. It is not acceptable from an
automated system, because nobody is watching, and a premature close is indistinguishable from a resolution until the

incident recurs.

What proper verification requires

FOUR PROPERTIES
® Re-check the exact signals that fired the incident — not a proxy, and not a general health check.
® Hold a stability window before closing, so a brief recovery is not mistaken for a fix.

® Record timestamps and evidence for the whole sequence, not just the outcome.

® Escalate rather than close if the signals do not recover within the window.

An automated system that closes incidents optimistically will be switched off after the
second relapse. Verification is what earns the next expansion of autonomy.

Verification as the trust mechanism

There is a practical reason to treat this as central rather than as a finishing touch. Every organisation widens automation
on evidence, and the evidence that matters is a record of incidents the system closed that stayed closed. A stability
window and an audit trail are how that record accumulates — which makes verification not the last step of the loop but

the thing that allows the loop to be trusted at all.
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The model that makes it work

Automated investigation is only as good as its picture of production. A system reasoning on a stale

topology will produce confident answers about an estate that no longer exists.

What the model has to contain

A useful production model is more than an inventory. It needs the service and dependency map including the
dependencies nobody documented, traffic flows and how they change under load, deploy patterns so that recent
change is correlatable, failure modes observed previously, and ownership so that escalation goes to the right team

rather than the most responsive one.

APPROACH WHAT IT GIVES YOU WHAT IT COSTS

Deep Arich, always-current model — native platform connection, An integration effort before value
integration Kubernetes-native read-only in-cluster agent appears

Light A knowledge graph rebuilt from the incidents and signals you Less depth initially — value in
discovery already emit days rather than weeks

The choice is usually sequencing rather than either/or. Starting light removes the integration project from the critical path
and lets the team evaluate decision quality before committing engineering time; deepening afterwards raises accuracy

where it turns out to matter.

Learning is what compounds

The difference between a tool and a function is what happens after the incident closes. Every investigation should
update the service map with dependencies it discovered, the runbooks with steps that worked, and the knowledge base
with the failure mode — so that the next occurrence starts with more context, higher accuracy, and less time to

resolution. Without that, each incident is the first one again.

A system that does not learn from an incident has merely automated the first ten minutes. A
function that does gets cheaper every time it runs.
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1l FRAMEWORK THREE
The readiness checklist

Twelve questions worth answering before you let anything act on production. The signal is whether each

answer is written down, or merely understood.

E] Which action classes may run without approval? D On which services and in which environments?

E] What bounds each action — ceilings, retries, windows? D Who approves the consequential ones, as a role?
C] Does the approver receive the evidence with the request? [:] Is every run logged, gated and attributed?

E] How is a recommendation's confidence surfaced? D Are ruled-out hypotheses shown, not just the winner?
[:] What stability window must hold before closing? [:] What happens when verification fails?

(] Where does the reasoning run, and on whose data? () How does what is learned get back into the model?

Scoring the answers

Sort responses into three categories. Configured means the answer exists as a setting someone can show you.
Documented means it is written down but enforced by convention. Assumed means it lives in someone's head. A
programme ready to move to governed autonomy has configured answers to the first six — the action matrix, the
approval routing, and the audit trail — because those are what make the expansion reviewable rather than a leap of
faith.

If you cannot show the action matrix as a configuration, you do not have guardrails. You
have intentions.
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12 CHAPTER TWELVE

Getting started

The fastest route to a decision is a bounded proof with a metric agreed in advance — not a broad

evaluation that ends in opinions.

WHAT TO DO WHAT IT PRODUCES

1 - Run the toil audit One quarter of real data using Chapter 3's The baseline, in units your
measures executives recognise

2 - Pick the noisiest Choose the service or estate slice generating A scope where value will be visible

surface the most pages quickly

3 - Start read-only Investigation and diagnosis only; no action Decision quality you can check risk-
authority free

4 - Write the action Action class by service by environment, with The document that unblocks

matrix bounds governed autonomy

5 - Enable the reversible Silence, route, scale, rebalance — within Measurable reduction in interruptions

classes guardrails

6 - Review and widen Assess closed incidents and verification Evidence for the next expansion
records

What a good POC proves

A value-proving proof of concept takes roughly two weeks and should answer three questions, agreed before it starts.
Does grouping reduce interruptions on our real alert volume? Are the root causes correct and useful when we check
them? And would we have been comfortable with the actions it proposed, had they been enabled? Those are
answerable in a fortnight; broader questions about long-term accuracy are not, and trying to answer them delays the

decision without improving it.

THE FIVE THINGS WORTH TAKING AWAY

® The fix is not the expensive part. Collection is, and collection automates well.

® Noise is structural. Group before triage, not after — that is the interruption saved.
® Cause crosses domains. Parallel investigation collapses the escalation chain.

® Autonomy is a matrix, not a switch — per action class, service and environment.

® Verification earns the next step. Incidents that stay closed are what justify widening.
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A role, not a person

The framing that makes all of this coherent is organisational rather than technical. Reliability is a function
an organisation performs, and for thirty years the only way to perform it continuously was to assign it to
whoever was awake.

That constraint has lifted. An always-on role can hold the whole estate model at once, group the noise before anyone is
interrupted, investigate across every domain in parallel, act inside boundaries the organisation has written down, verify
that what it did held, and remember what it learned. None of that is a replacement for engineering judgement — it is the
removal of the collection work that was standing between an engineer and the point where judgement is actually

required.

BOTTOM LINE

An always-on reliability function for your whole estate — detect to learn, under your
guardrails.

Turn up your SRE Orchestrator. LUMIOps Al
An always-on reliability function for your whole estate — value-proving POC in about two weeks. LUMIOPS.AI
GET IN TOUCH POC LI TREDI

lumiops.ailcontact-us © ~2 weeks to value n linkedin.com/company/lumiops
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